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EVERYONE THINKS THIS TIME IS DIFFERENT
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TRUST TRUST

PLAYS NO ROLE IN 
ELECTIONS

ELECTIONS HAVE 
TO WORK WHEN 

PARTICIPANTS 
MUTUALLY 

DISTRUSTFUL

RESILIENCE



U.S. Elections have always been  
chaotic and prone to corruption



DISTRUST DOES 
NOT UNDERMINE 
THE PROCESS
• Donald Trump allies deploy national network of  alternate 
electors to illegally overturn 2020 election results.

• Stolen ballots and coerced votes nearly cost Jimmy Carter 
his first election in 1962. A county magistrate ruled for Carter.

• Despite probable fraud in Chicago, Richard Nixon did not 
contest his 1960 loss to John Kennedy

• Samuel Tilden accepted the disputed electoral count of  
Rutherford Hayes in the compromise of  1877, which ended the 
Reconstruction

• In “Corrupt Bargain of  1824” House of  Representatives 
made John Quincy Adams President when Henry Clay threw 
his support to Adams.  Andrew Jackson won the popular vote. 
Clay was named Secretary of  State.

• Bush v Gore
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Why doesn’t congress step in and fix this 

mess?



There’s no one in 
charge

Article 1 Section 4 
The Times, Places and Manner of holding 
Elections for Senators and Representatives, shall 
be prescribed in each State by the Legislature 
thereof…



THE 2003 HELP AMERICA 
VOTE ACT (HAVA) 
COMPUTERIZED US 
ELECTIONS



All modern 
voting 

machines are 
computers

2002 Direct Recording Equipment (DRE)

2020 Vote Centers

2018 Ballot-Marking Device (BMD)



All computers can be programmed to 
cheat…
including computers used for voting



“The Court PROHIBITS any use of the GEMS/DRE system after 2019.”
Timeline of a constitutional controversy
• 2017: separate §1983* actions against Georgia Election Officials

• Allegation: state’s reliance on DRE voting systems burdened the 14th Amendment rights to due process and 
equal protection
• DRE voting machines do not produce a paper trail or any other way to verify each individual’s vote
• DRE machines have known cybersecurity vulnerabilities

• Other active cases
• Common Cause v Kemp (insecure voter registration database)
• Martin v Kemp (voter disenfranchisement)
• Coalition for Good Governance v Crittenden (undervotes caused by DREs)

• August 2019: Federal Court Judge Amy Totenberg rules DREs unconstitutional**

• January 2024: Trial to rule BMDs unconstitutional***
*Section 1983 of the US Code provides a cause of action for victims of 
constitutional violations by state or local government officials
**Case 1:17-cv-02989-AT Document 375 Filed 05/21/19
***Case 1:17-cv-02989-AT   Document 1705   Filed 11/10/23 
(https://freespeechforpeople.org/wp-content/uploads/2023/11/2023-11-
10_order_dckt_1705_0.pdf)



Why are we in 
this pickle?

• Computerized election systems are vulnerable to 
errors and attacks

• Election officials refuse to acknowledge the likely 
root causes

• We operate an election infrastructure on 1990’s 
insecure hardware

• Software vendors with meager resources 
misrepresent the real security posture of their 
products

• State officials will not permit the most basic 
auditing and checking that might detect errors and 
attacks



Mississippi Plan (1890): “If you keep poor 
people from voting, you necessarily keep 

black people from voting”

• Residence requirements

• Poll tax

• Literacy tests
• Cumbersome registration 

• Voter disenfranchisement
• Easy-to-conceal corruption

• Safeguarding elections

• Appearance of inclusion
• “Find characteristics you 

want to exclude” *

*Carol Anderson, One Person, No Vote



The 2024 Funnel

Threat
1. Sow distrust 
2. Dashboard-enabled ROI
3. Voting rolls
4. Access and scarcity
5. Insiders
6. Bugs and hacks
7. Illusion of fairness
8. Lost votes
9. Incorrect counting
10. Meaningless audits

Enabler
1. Internet-driven amplification
2. Predictive analytics
3. Exact match, purging, security
4. e-pollbooks and voting machines
5. No physical security
6. Opacity
7. Voter verification
8. Complex but meaningless checks
9. Proprietary software
10. Untrusted audit trail



If you want to 
steer votes, 
require all 

voters to use a 
computer

They’re scarce

You can put them where 
you want them



Make the logistics 
unmanageable



Make up security measures that don’t exist



… because insider threats…

On January 7, 2021 Coffee County, GA 
Election Director Misty Hampton 
allowed people employed by election 
denier Sydney Powell access to 
Georgia’s Election Management 
System to:

1. Make forensic copies
2. Post executables on open servers
3. Modify election records
4. Modify software



Fail to address the essential security flaw of 
Ballot-Marking Devices*

There is no way to prevent 
undetected discrepancies 
between what voters see 
on the screen and what is 

recorded

If voters notice, there is 
no appropriate remedy 

*Appel, DeMillo, Stark, Ballot-Marking Devices Cannot Assure the Will of the Voter, Election Law Journal, Vol. 19(3), 2020 
DOI:10.1089/elj.2019.0619



RLA’s REQUIRE A VERIFIED AUDIT TRAIL

If the ballot pool is polluted, you can’t 
conclude anything about the reported 
outcome!

Make Audits 
Meaningless



Ballot Verification is a literacy test

• ≈50% did not look at the paper ballots at all
• Just looking is a complex cognitive task

• Barcodes
• Parsing the card
• Detecting errors 10x harder than 

preventing them to begin with
• 50% error rates for cognitively similar 

tasks 
• Of those who looked:

• 222ms per contest
• ≈ 50% unable to correctly identify the 

ballot they had just voted 
• An attacker who changes 10% of the ballots 

has a 9.95% chance of not being detected



Assurance: How the public gains 
confidence in such a system

• Understand threats

• Reduce sources of risk (more computers = more 
risk)

• Manage vulnerabilities

• Explain what happens when there is a failure



What does a resilient 
election system look like?

• Only allows essential computer technology

• Voter registration

• Vote tabulation

• Appropriate accommodation for disabled voters

• Applies NIST cybersecurity profiles to all computerized components

• Avoids single points of failure

• Subjected to end-to-end penetration tests

• Imposes no intermediate steps between record of voter intent and 
electronic tabulation of vote totals

• Focuses on physical security and chain of custody of cast ballots

• Implements statistically valid post-election audits to reconcile

• Securely archived hand-marked paper ballots

• Electronically  tallied vote totals



Thank you


